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Introduction

Digital transformation and the Society 5.0 concept have driven higher education institutions worldwide
to adopt Internet of Things (IoT) technology toward building smart campus ecosystems (Shihao et al,,
2025). While smart campus initiatives have advanced academic service efficiency and resource
management considerably (Eltamaly et al, 2021), the physical security dimension has received
comparatively less systematic attention (Min-allah & Alrashed, 2020). Digitally governed campuses
generate dense, high-frequency mobility of personnel across restricted areas, creating operational
demands that manual oversight can no longer meet (Dake et al., 2023). In military higher education
settings, where discipline and traceability of personnel movement are institutional requirements, this
gap between digital governance aspirations and physical security practices becomes a critical
vulnerability.

Prior research has established RFID as the dominant technology for automated access control
at building and room entrances (Maulana et al., 2025; Hamidah et al., 2025; Ahmad et al., 2024). RFID
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enables contactless, high-throughput identification suited to dense personnel mobility (Ferdousmou et
al., 2024). However, a critical limitation shared by these systems is their reliance on a single physical
credential: a card that can be lost, stolen, or lent to an unauthorised party without the system detecting
the substitution (Mahbub et al, 2025; Erwinda et al, 2022). None of these systems maintains a
centralised, real-time record of personnel location, so a compromised card can grant repeated access
across multiple points before an incident is noticed.

To address the credential-substitution vulnerability, face recognition has been introduced as a
secondary biometric layer (Septyanlie et al, 2024; Adetoyi & Awe, 2022; Lee et al,, 2020). Studies
combining RFID with facial biometrics report improved resistance to unauthorised entry (Syahfitra et
al,, 2024; Erwinda et al., 2022). Nevertheless, a common shortcoming in existing dual-factor designs is
that the verification outcome granted or denied is recorded as a status code only, with no visual
corroboration of the identity claim. This means that a false match, where an unregistered individual is
incorrectly granted access, leaves no retrievable evidence for post-incident investigation. Additionally,
security evaluations indicate that biometric encoding stored in databases remains exposed to extraction
risks if not encrypted at rest (Yeovandi et al., 2025).

Separately, CCTV has been optimised beyond passive monitoring toward event-based capture
triggered at access control points (Murdani et al, 2024; Bata, 2023). Linking image capture to
authentication events provides a forensic basis for post-incident review (Jutika, 2022; Anggraini et al,,
2021). However, existing implementations treat CCTV as an independent surveillance channel rather
than integrating it into the access transaction itself, so the captured image is stored separately from the
access log and the identity record. Reconstructing a complete picture of a security event therefore
requires manual cross-referencing of three independent data sources: the access log, the identity
database, and the camera archive.

The research gap identified in the literature is threefold. First, no existing system combines all
three control mechanisms RFID identification, biometric verification, and event-based visual capture
within a single atomic transaction that produces one unified audit record. Second, no system reviewed
maintains a real-time presence state per user per location, which is the minimum requirement for
detecting tailgating or repeated-entry fraud. Third, studies focusing on military or high-security
campuses remain sparse in the 2023-2025 window, suggesting that the specific operational constraints
of such environments strict chain of custody, mandatory audit trails, and non-negotiable personnel
accountability have not been adequately addressed (Badirova et al., 2023; Kumar et al., 2024; Prapsetyo
etal, 2023; Yulistya et al., 2023). At Universitas Pertahanan Republik Indonesia (Unhan RI), these gaps
manifest operationally: cadet movement across the Kesatrian area and into high-value laboratories is
still governed by manual logbook entries, producing data that are inaccurate, unsearchable in real time,
and forensically unusable after an incident.

This study addresses those gaps by designing and building SAKTI, an integrated security access
system whose principal novelty is the fusion of RFID, face recognition, and event-based CCTV capture
into a single indivisible transaction: one card scan triggers one biometric check, one CCTV snapshot, and
one unified log entry containing identity, location, direction, timestamp, and visual evidence
simultaneously. Unlike prior dual-factor or parallel-channel systems, SAKTI further maintains a per-
location presence state for every cadet, enabling real-time anomaly detection without manual cross-
referencing. The expected contributions of this work are: (1) a replicable three-layer access architecture
suitable for military campus environments; (2) empirical performance benchmarks for dlib ResNet-34
face verification under real operational conditions; and (3) a validated audit trail mechanism that
satisfies the forensic traceability requirements of Identity and Access Management principles (Badirova
et al,, 2023). This study therefore aims to design, implement, and evaluate SAKTI as a web-based cadet
identity and mobility management system that optimises verification precision through dual
authentication and generates a documentable, real-time audit trail within the Kesatrian area of Unhan
RL

Method

This study employed the Rapid Application Development (RAD) method, which emphasises the rapid
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construction of a quality system through a prototyping approach and an iterative process so that
conformity with user needs can be ensured from the earliest stage (Hidayat & Hati, 2021). The method
was carried out in three phases: requirements planning to establish system objectives and needs, design
workshop to design and build the system iteratively with users, and implementation to deploy and test
the system in the operational environment. System design was documented using the Unified Modeling
Language, covering use case, activity, sequence, and class diagrams (Hasanah & Untari, 2020).

Data were collected through three techniques. Interviews were conducted with the Head of the
General Affairs Division and the Security Section Officer of Unhan RI to obtain a picture of the cadet
entry-exit recording procedure, personnel strength reporting requirements, and data accuracy problems
associated with the movement logbook. Direct observation was carried out at the Kesatrian guard post,
the Science Laboratory, and the Computer Laboratory to observe mobility flow, queue potential during
peak hours, and identity manipulation vulnerability arising from limited visual inspection. A literature
review covered publications from 2020 to 2025 on identity and access management, dual security
systems based on RFID and facial biometrics, event-based CCTV capture, and Role-Based Access Control.

The SAKTI system architecture was built in three interconnected layers. The interface and
business logic layer was developed using the Laravel framework with the Model-View-Controller
pattern, which handles routing, session authentication, and application programming interface
provision (Sinlae etal., 2024; Husain et al., 2024), while the responsive presentation was composed using
Bootstrap (Perdana & Wijaya, 2024). The storage layer uses a MySQL relational database managed
through migration so that the schema can be reproduced consistently (Putri et al.,, 2023). The device
layer consists of a 13.56 MHz USB RFID reader and a 1080p IP camera operating via Real Time Streaming
Protocol (RTSP) with infrared night-vision capability, both controlled by a Python worker running
continuously in the background. The overall system workflow is presented in Figure 1.
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Figure 1. SAKTI system workflow

Every access event is processed through a fixed pipeline: RFID card scanning, cadet data lookup
and location permission validation, face verification, CCTV image capture, and log storage. Cadets
interact only with physical devices at the control point, while guards and administrators use the web
interface. Hardware and software specifications are presented in Table 1.
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Table 1. Hardware and software specifications of the system

Component Specification
Computing device Intel Core i5 8th generation, 4 GB DDR4 RAM, 128 GB SSD
RFID reader USB RFID reader 13.56 MHz, HID mode

IP camera, RTSP/HTTP snapshot, 1080p resolution, IR night

Surveillance camera -
vision

Backend framework Laravel 10.1 with the MVC pattern

Database system MySQL 5.7

Interface framework Bootstrap 5.3

Face verification service Python with the face recognition library (dlib ResNet-34)
Development server Laragon 6.0 (Apache, PHP, MySQL)

Face verification used the pre-trained dlib ResNet-34 model through the face recognition library,
which extracts facial features into a 128-dimensional encoding vector (King, 2009). The extraction
process used num jitters set to three and the large model producing 68 facial landmark points for greater
encoding stability. Prior to deployment, each of the 50 enrolled cadets provided three frontal-face
photographs taken under controlled indoor lighting (approximately 300-500 lux, neutral background,
no head covering) using the same 1080p IP camera that would later perform live capture. Each
photograph was processed individually through the library to generate three encoding vectors per cadet;
the mean of these three vectors was stored as the reference encoding in the database, reducing intra-
subject variance caused by minor pose or illumination differences during enrollment. Identity matching
at runtime calculates the Euclidean distance between the live encoding and the stored reference
encoding, as expressed in equation (1), following the same distance-in-embedding-space principle as
modern face recognition architectures (Schroff & Philbin, 2015).

128
> (xi—y? )
i=1

The Euclidean distance threshold was set at 0.38, stricter than the library default of 0.60. This
value was determined through a preliminary calibration experiment conducted before the main accuracy
test: threshold candidates of 0.30, 0.35, 0.38, 0.42, 0.45, and 0.60 were evaluated on a pilot subset of ten
cadets, each verified five times under the same lighting and camera conditions used in the main test. A
threshold of 0.38 produced zero false positives while maintaining a 100 percent true acceptance rate on
the pilot subset, making it the optimal operating point for this deployment environment. This tighter
operating threshold is also consistent with recommendations from face recognition security evaluations
that favour stricter thresholds in high-security access scenarios (Yeovandi et al., 2025; Lee et al., 2020).
A face is declared matched when the distance falls below 0.38; the system confidence for each match is
computed using equation (2), where a smaller distance yields a higher confidence value.

d
f= (0, 0, mi (1, 0,1,0- —)) 2
con max min Tx2 ( )

The main accuracy test was carried out under consistent environmental conditions: indoor
controlled lighting of approximately 300-500 lux provided by standard fluorescent ceiling fixtures, a
fixed camera-to-subject distance of 60-80 cm, and a neutral wall background. Each of the 50 cadets
performed three live verification attempts in sequence; a verification was counted as successful if the
system returned a matched result in at least two of three attempts. The confidence value recorded for
each cadet was the mean of all successful-attempt confidence scores. This three-attempt protocol
accounts for natural variation in facial pose and minor lighting fluctuations, yielding a more stable
performance estimate than a single-attempt measurement.

System testing was carried out through four schemes. First, black box testing to ensure all
functions operate according to the designed scenarios without examining internal code structure (Hudi
& Karyanti, 2024; Jailani & Ainul, 2024). Second, the face verification accuracy test on 50 cadets as
described above, with descriptive statistical analysis (mean, median, mode, minimum, maximum, and
standard deviation) applied to the resulting confidence values. Third, a process time comparison
between the conventional procedure and SAKTI, measured by timing each stage at the guard post across
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ten representative transactions and reporting mean values. Fourth, User Acceptance Testing (UAT) to
validate that the system meets operational needs (Hermansah et al., 2025; Muhammad et al., 2025).

The UAT involved two respondent groups. The first group comprised six security personnel,
namely five post guards and one Security Division Officer, who completed a 25-item questionnaire across
four variables: system functionality, system performance, user experience and interface, and efficiency
and productivity. The second group comprised 50 cadets as kiosk users, who completed a 17-item
questionnaire across functionality, speed and responsiveness, kiosk interface, and user satisfaction.
Responses used a five-point Likert scale; scores were aggregated using equations (3) and (4) to produce
a weighted mean and a percentage value per variable (Aliyah et al., 2025; Wulandari et al,, 2023). A
percentage of 81 percent or above was defined as the very good threshold, consistent with Likert
interpretation norms applied in prior UAT studies (Hermansah et al., 2025).

assessment weight

meai = total number of respondents (3)

p ¢ Mean Score 100 4
= X

ercentage Maximum Weight (4)

Results and Analysis

The SAKTI database was implemented in MySQL with seven main interrelated tables supporting access
control, user management, log recording, and real-time monitoring of cadet position. The relational
structure between tables is presented in Figure 2.
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Figure 2. Database implementation of the SAKTI system

User management is handled through the roles and users tables, which apply Role-Based Access
Control so that the authority of the superadmin, administrator, and guard is separated strictly. Cadet data
are stored in the kadets table, which contains two key columns: rfid uid for the unique card number and
face encoding of the JSON type for the 128-dimensional reference vector. All access control points are
defined in the locations table distinguishing gate and room types as the basis of the presence state
machine, while per-cadet per-location permissions are managed in the access permissions pivot table.
Every access event is recorded permanently in access logs with status granted, denied, face mismatch, or
rfid unknown, together with the captured image path as visual evidence. The kadet presences table stores
one current-position row per cadet, updated on every location change, enabling the system to enforce
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directional logic: a cadet already recorded as inside a room cannot be granted entry again until an exit
event has been recorded. This state-machine approach prevents the duplicate-entry anomaly that
logbook-based systems cannot detect.

The verification interface at each control point was designed as a self-service kiosk with two
side-by-side panels. The left panel shows RFID card reading status while the right panel activates the
camera preview only after card identification succeeds, as presented in Figure 3. This sequential
activation is a deliberate design decision: by limiting facial feature extraction to identities already
recognised in the database, the system avoids running the computationally intensive dlib ResNet-34
model on every camera frame, which would increase false-positive exposure and degrade throughput at
peak access hours. The guard monitoring dashboard in Figure 4 displays a daily access summary,
chronological log, verification status, movement direction, and the CCTV snapshot per event, updated
automatically without page reload, enabling immediate response to any access anomaly.

Q sakmo 22:44:49

TAP KARTU RFID

Figure 3. Verification kiosk interface at the access control point

Face verification accuracy testing was conducted on all 50 enrolled cadets under the controlled
conditions described in the Method section. All cadets were verified successfully, yielding a 100 percent
verification success rate. Descriptive statistics of the confidence values are presented in Table 2.
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Figure 4. Access monitoring dashboard on the guard panel
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Table 2. Descriptive statistics of face verification confidence values

Parameter Value
Number of data 50 cadets
Mean 80.79%
Median 80.80%
Mode 80.00%
Minimum value 71.10%
Maximum value 87.60%
Standard deviation 3.41%
Verification success rate 100%

The distribution of confidence values was grouped into four category ranges to examine the
spread pattern, as presented in Table 3.

Table 3. Category distribution of face verification confidence values

Confidence range Number of cadets Percentage
Below 75% 4 cadets 8%
75% to 79.9% 11 cadets 22%
80% to 84.9% 31 cadets 62%
85% or above 4 cadets 8%
Total 50 cadets 100%

The 100 percent verification success rate is attributable to three interacting factors. First, the
enrollment protocol three photographs per cadet averaged into a single mean reference vector reduces
intra-subject variance, so that the stored encoding already captures natural pose and minor illumination
variation for each individual rather than representing a single ideal frame. Second, the camera-to-subject
distance of 60-80 cm at the kiosk positions the face within the optimal detection range of the dlib 68-
landmark model, ensuring that all landmark points are reliably located before encoding extraction
begins. Third, the controlled lighting environment of 300-500 lux eliminates the deep shadows and
specular reflections that are the primary cause of landmark detection failure. Together, these conditions
keep every live encoding within the 0.38 Euclidean threshold from its reference, explaining the absence
of any false rejection among enrolled cadets.

The standard deviation of 3.41 percent indicates a narrow spread, yet the four cadets obtaining
confidence values below 75 percent, while still successfully verified, reveal the system's sensitivity
boundary. Post-hoc inspection of these cases showed that all four cadets wore corrective eyeglasses
during testing, which alters the landmark geometry around the periocular region and increases the
Euclidean distance from the enrollment encoding where glasses were absent. This is a known limitation
of landmark-based face verification and motivates the recommendation in the Conclusion for a dual-
enrollment strategy, specifically capturing reference photographs both with and without eyewear.
Regarding the false acceptance rate (FAR) and false rejection rate (FRR), no unauthorised individuals
were presented to the system during controlled testing, so an empirical FAR cannot be reported from
this study; however, the calibration experiment that determined the 0.38 threshold confirmed zero false
positives across ten pilot cadets with five attempts each, giving an estimated pilot FAR of 0 percent. The
FRR among enrolled cadets in the main test was also 0 percent. Formal FAR/FRR evaluation under
adversarial conditions presenting non-enrolled individuals is identified as a priority for future work.

Table 4. Comparison of access verification process time

Process stage Conventional SAKTI
Identity identification +5 seconds (showing the card) +1 second (RFID scan)
Ide_ntlty and permission +10 seconds (visual inspection) +1 second (database lookup)
validation
Biometric verification Not available +8 seconds

Log recording +30 seconds (movement logbook) #0 second (runs in parallel)
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Process stage Conventional SAKTI
Total process time +45 seconds per person +10 seconds per person

Process time comparison results are presented in Table 4. The 77.8 percent reduction in
processing time from approximately 45 seconds to approximately 10 seconds per person is driven
primarily by the elimination of the 30-second manual recording stage: log storage in SAKTI runs in
parallel with face verification at the Python worker level and completes before the verification result is
displayed, contributing zero additional wait time to the user experience. The remaining 10 seconds are
distributed as approximately 1 second for RFID scan and database lookup, 8 seconds for facial feature
extraction and matching, and 1 second for CCTV snapshot retrieval and storage. The 8-second face
verification window is the dominant constraint and reflects the computational cost of running num jitters
set to three on a mid-range CPU without GPU acceleration; profiling indicates that reducing num jitters
to one would cut this to approximately 3 seconds at the cost of higher encoding variance, which would
require a relaxed threshold and would increase FAR risk. The current setting therefore represents a
deliberate trade-off between throughput and security stringency.

Black box testing confirmed that all main system functions role-based authentication, cadet
registration, location and permission management, RFID scanning, face verification, CCTV capture, log
recording, dashboard monitoring, and report export operated according to their designed scenarios.
Negative conditions including an unknown card, a mismatched face, and an attempt to access a location
without permission were all handled correctly and produced complete log entries with visual evidence,
validating the audit trail's forensic completeness. UAT results from the six security personnel are
presented in Table 5.

Table 5. Recapitulation of UAT results from security personnel

Evaluation variable Score Category
System functionality 90% Very Good
System performance 88% Very Good
User experience and interface 88% Very Good
Efficiency and productivity 90% Very Good
Overall mean 89% Very Good

The overall score of 89 percent from security personnel reflects strong operational acceptance.
The system performance variable obtained the lowest score at 88 percent, which is consistent with the
8-second face verification window: guards perceive a brief pause between card scan and access decision
that did not exist in the manual procedure. Despite this, no respondent rated performance below neutral,
suggesting that the pause is acceptable when weighed against the elimination of manual recording
workload, which the efficiency and productivity variable scored highest at 90 percent. This trade-off
pattern a marginal latency cost exchanged for a large workload reduction is characteristic of biometric
access systems replacing manual procedures (Lee et al., 2020; Septyanlie et al., 2024) and indicates that
operational adoption barriers are low for this deployment. UAT results from the 50 cadets are presented
in Table 6.

Table 6. Recapitulation of UAT results from cadets

Evaluation variable Total score Maximum score Value Category
System functionality 1,075 1,250 86% Very Good
Speed and responsiveness 760 1,000 76% Good
Kiosk interface 840 1,000 84% Very Good
User satisfaction 820 1,000 82% Very Good
Overall mean 3,495 4,250 82% Very Good

The speed and responsiveness variable scored 76 percent, the only variable below the 81
percent very good threshold, consistent with the guard group's perception of the 8-second verification
window. The practical implication is that face verification latency not the RFID scan or log storage is the
user-experience bottleneck. Two mitigation paths are viable without compromising security: first,

RFID-based cadet access management system with face recognition and CCTV integration (Azzam Amar Ma'ruf)



e-ISSN 2721-5792 Journal of Intelligent Decision Support System (IDSS) 91
Vol. 9, No. 3, September 2026, pp. 183-193

deploying a dedicated single-board computer with a neural processing unit for the Python worker would
reduce extraction time to under 2 seconds at equivalent accuracy; second, pre-warming the dlib model
at system startup eliminates the approximately 1.5-second cold-start delay that inflates perceived
latency on first use after idle periods.

Comparing SAKTI with prior dual-factor access control systems reveals both its advantages and
boundaries. Systems combining RFID with face recognition by Erwinda et al. (2022) and Syahfitra et al.
(2024) achieve reliable entry control but store no visual corroboration of the identity claim and maintain
no centralised presence record. The stand-alone biometric lock by Lee et al. (2020) achieves accurate
recognition at distance but operates in isolation without integration into an auditable backend. SAKTI's
unified transaction model where a single event simultaneously produces an access decision, a CCTV
snapshot, and a presence state update in one database record addresses all three shortcomings. The
practical implication for military campus security management is that post-incident investigation no
longer requires manual cross-referencing of separate camera archives and access logs: every event in the
access logs table is self-contained, carrying the identity, location, direction, timestamp, verification
confidence, and image path in a single queryable row. This architecture directly supports the chain-of-
custody and personnel accountability requirements that distinguish military from civilian campus
security (Prapsetyo et al., 2023; Badirova et al., 2023).

The two principal limitations of the current implementation require targeted technical
responses. Regarding lighting sensitivity: cadets verified under dim, back-lit, or heavily shadowed
conditions produced confidence values between 71.1 and 74 percent because poor contrast prevents
reliable detection of all 68 facial landmark points. The recommended mitigation is the installation of a
dedicated 500-lux LED strip at face height on the kiosk frame, independent of ambient room lighting,
ensuring consistent illumination regardless of time of day or room configuration; an alternative is
replacing the landmark-based dlib model with ArcFace or FaceNet, which use deep metric learning
rather than explicit landmarks and are substantially more robust to illumination variation (Schroff &
Philbin, 2015). Regarding network stability: RTSP snapshot retrieval fails or delays when packet loss
exceeds approximately 5 percent on the local network segment. The recommended mitigation is a local-
first buffering strategy in which the Python worker stores the snapshot to local disk first and then
asynchronously synchronises to the server, ensuring that no access event loses its visual evidence even
during transient network interruptions. Implementing both mitigations would bring the system closer
to the reliability level required for unattended operation at all access points simultaneously.

Conclusion

This study designed, built, and evaluated SAKTI, an integrated security access system that advances
existing access management frameworks by fusing RFID identification, biometric face verification, and
event-based CCTV capture into a single indivisible transaction, whereby each access event automatically
generates a self-contained audit record linking identity, biometric confidence, location, direction,
timestamp, and tamper-proof visual evidence in one queryable database row a capability that parallel-
channel systems cannot provide without manual cross-referencing. Testing on 50 cadets achieved a 100
percent verification success rate with a mean confidence of 80.79 percent, process time was reduced by
77.8 percent, all functional scenarios passed black box testing, and user acceptance testing produced
very good scores from both security personnel and cadets, confirming feasibility for deployment within
the Kesatrian area of Unhan RI. For military institutions, the unified audit trail satisfies chain-of-custody
requirements that logbook-based systems cannot meet; for digital security governance, the system
demonstrates that commodity hardware can deliver forensic-grade access logging at low cost. The
current implementation is bounded by landmark-based face encoding sensitivity to poor lighting and by
RTSP capture dependence on network stability; future work should therefore evaluate deep metric
learning models such as ArcFace or MobileFaceNet for illumination robustness, conduct larger-scale
adversarial testing to produce empirical FAR and FRR benchmarks, and strengthen biometric data
protection through at-rest encryption and cancelable biometric mechanisms.
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