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Introduction

Quantum computation (QC), first conceptualized through Benioff’s quantum Turing machines (Benioff,
1980) and Feynman'’s proposal has evolved into one of the most transformatove technologies of the 21st
century(Preskill, 2018), offering solutions to complex problems that are currently infeasible for classical
computers(Regev, 2004). The ideas for circumventing the difficulty of simulating quantum mechanics by
classical computers(Kiktenko etal., 2018). From a national perspective, this issue is particularly relevant
to countries like Indonesia, where digital transformation is accelerating across critical sectors including
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e-government, e-commerce, and national defense communication systems. The lack of quantum-
resilient infrastructure in Indonesia’s current digital security landscape raises concerns about readiness
to withstand future quantum attacks(Supriati et al., 2025). Therefore, proactive evaluation and
adaptation of cryptographic components, such as hash functions, are urgently needed to protect national
cyber sovereignty.

Although several studies have proposed approaches to mitigate the threat of quantum
computing—such as increasing hash output size, adopting SPHINCS+ signature schemes, and exploring
lattice-based methods—these efforts often remain conceptual or lack empirical validation through
quantum simulations. Prior work has primarily emphasized theoretical constructs or classical security
perspectives, leaving a gap in practical evaluation using real quantum frameworks.

However, this progress poses significant risks to the field of cryptography(Bernstein & Lange,
2017). Algorithms like Shor's and Grover's have demonstrated the potential to undermine the
foundational assumptions of many cryptographic systems(Stevens et al., 2017), such as the difficulty of
factoring large integers or solving discrete logarithms(Wang et al., 2009).

Hash functions, critical tools in cryptography(Amin et al., 2018), play a pivotal role in ensuring
data integrity(He et al., 2017), enabling secure authentication(Cui et al., 2017), and underpinning digital
signatures(M. N. Wegman & ]. L. Carter, 1981). Unlike encryption algorithms(SAHAI & WATERS, 2021),
hash functions are not directly invertible(Bogdanov et al., 2011), making them seemingly more resistant
to quantum attacks(Dobraunig et al.,, 2021). However, Grover’s algorithm, which optimizes unstructured
search(Lyubashevsky et al., 2013), reduces the security strength of hash functions by halving their
effective key space(Fernandez-Carames & Fraga-Lamas, 2020). This reduction forces the cryptographic
community to rethink and redesign hash functions to prepare for a quantum computing future (Alladi et
al., 2020).

In this research, we specifically address this gap by implementing simulations of Grover’s
algorithm using Qiskit to analyze the degradation of hash function security under quantum search
conditions. Our scientific contribution lies in empirically comparing classical brute-force hash inversion
and Grover’s quantum search to highlight the vulnerability of SHA-256 in a practical setting.
Furthermore, we evaluate post-quantum alternatives and provide recommendations based on their
feasibility, performance, and adaptability to existing systems, offering a practical contribution to the
development of post-quantum hash standards—especially in the context of Indonesia’s cyber defense
readiness.

This paper aims to explore the vulnerabilities introduced by quantum computing to traditional
hash functions, analyze emerging post-quantum solutions, and evaluate their practical applicability. This
work aims to contribute to the broader effort of developing robust cryptographic standards in the post-
quantum era.

Hash functions, such as SHA-256 and SHA-3, are integral to modern cryptography, offering three
critical properties:Pre-image(Zinzindohoué et al., 2017). Resistance: Ensuring that given a hash, it is
computationally infeasible to retrieve the original input. Second Pre-image Resistance: Protecting
against attacks where an alternative input produces the same hash as a specific input. Collision
Resistance: Preventing the discovery of two distinct inputs that hash to the same value.These properties
support applications ranging from password storage and data integrity checks to digital signatures and
blockchain technology(Fukuhara & Kaji, 2021). As foundational cryptographic primitives, any
vulnerabilities in hash functions can have wide-reaching consequences(Damgard, 1990).

Quantum computing introduces a new class of challenges to cryptographic security. Grover’s
(Gentry et al., 2008)algorithm, for instance, reduces the complexity of finding a pre-image or a collision
in hash functions from 2n to 2n/2(Bernstein et al., 2015), where n is the bit length of the hash. While
this reduction is less severe than the exponential weakening of RSA and ECC caused by Shor's
algorithm(Du et al., 2005), it still necessitates significant rethinking of security levels(Agrawal et al.,
2016). For instance, a 256-bit hash function, which is classically secure against 2128 operations, is
reduced to 264 under quantum attack scenarios, potentially making it susceptible(Fernandez-Carames
& Fraga-Lamas, 2020).

Several approaches are being explored to enhance the quantum resistance of hash functions:
Increased Hash Length:
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By doubling the output size of hash functions, the effective security under Grover’s algorithm can be
restored to classically acceptable levels(Peris-Lopez et al.,, 2006). However, this approach requires
increased computational resources and bandwidth.

Hash-Based Signatures:
Techniques such as the SPHINCS+ signature scheme utilize hash functions in ways that remain secure
against quantum attacks(Bernstein et al,, 2015). SPHINCS+ achieves security through stateless design
and large output spaces, making it a strong candidate in the NIST Post-Quantum Cryptography
Standardization process.

Lattice-Based Approaches:
Lattice-based cryptography offers an alternative foundation for designing secure hash functions and
ther cryptographic primitives(Lyubashevsky et al.,, 2010). These approaches exploit problems that
are believed to remain hard even in the quantum era.

Despite promising theoretical advancements, transitioning to quantum-resistant hash functions
involves several challenges:Performance Trade-offs: Post-quantum solutions often require more
computational power and storage, impacting their practicality for real-time systems. Compatibility:
Adapting existing systems to integrate post-quantum solutions must account for legacy infrastructure to
avoid disruptive overhauls. Standardization: Ongoing efforts, such as those by NIST, aim to standardize
post-quantum algorithms, ensuring consistent and reliable implementation across applications.

Method

A. Simulation Overview

The simulation explores how Grover’s algorithm affects the security of classical hash functions.
SHA-256 is used as the primary case study to represent widely adopted hash functions that rely on
computational hardness. This research simulates quantum attacks to evaluate vulnerabilities and
propose resilient alternatives.

B. Simulation Steps and Technical Parameters

The simulation was conducted using Qiskit version 0.45.1 on a classical computing
environment with the following specifications: Processor: Intel Core i7, RAM: 16 GB, 0S: Windows 10,
Python version: 3.10.8

These details ensure that the research is replicable and accessible to other researchers.
Three hash output lengths were tested: 8, 128, and 256 bits. 8-bit is used for visualization and simplified
demonstration. 128- and 256-bit represent realistic cryptographic standards, especially SHA-256.

For Grover's search, the number of iterations is determined by the theoretical optimum: v/(2")
iterations per bit-length scenario. E.g., for 8-bit: V(256) = 16 iterations.
The classical brute-force method ran 10,000 iterations per test to provide comparative metrics.

C. Validation and Replicability

The simulation results were validated against Grover's theoretical model. For example, in the
8-bit scenario, the algorithm succeeded around the 16th iteration, consistent with the expected \/(28).
Simulations were repeated with various random seeds to confirm statistical consistency and reliability.
The framework ensures that other researchers using the same setup (Qiskit + classical machine) can
replicate the experiments with consistent outcomes.

D. Evaluation Metrics

Security Strength: Comparison of classical (2") vs. quantum (2"/%) complexity. Performance:
Runtime and memory usage for different bit sizes. Practicality: Deployment readiness on real-world
systems. Quantum Resilience: Comparative robustness of SHA-256 vs. post-quantum hash approaches
(e.g., SPHINCS+).

E. Theoretical Framework
This framework leverages Grover's search to model quantum threats to hash functions. The
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analysis considers: Pre-Image Resistance, Evaluates how quantum computing affects the difficulty of
finding an input for a given hash output. Collision Resistance, Analyzes susceptibility to attacks where
two inputs produce the same hash. Post-Quantum Solutions, Examines proposed methods like
increasing output sizes or using hash-based signatures (e.g., SPHINCS+), which inherently resist
quantum threats.

F. Experimental Setup

The simulation tests hash functions with varying output sizes (n=8,128,256n = 8, 128,
256n=8,128,256) to determine how bit-length affects security and efficiency. Results are compared
between classical and quantum contexts, highlighting the trade-offs of increased output sizes.

G. Results and Interpretation

The outcomes are visualized using histograms to demonstrate the probabilities of measuring
the correct hash. These results emphasize the reduced security levels caused by quantum attacks and
guide the development of post-quantum cryptographic standards.

H. Maintaining the Integrity of the Specifications

The template is used to format your paper and style the text. All margins, column widths, line
spaces, and text fonts are prescribed; please do not alter them. You may note peculiarities. For example,
the head margin in this template measures proportionately more than is customary. This measurement
and others are deliberate, using specifications that anticipate your paper as one part of the entire
proceedings, and not as an independent document. Please do not revise any of the current designations.

Results and Discussions

Advances in quantum computing technology have brought about major changes in the way we view
cryptographic security, particularly in hash functions such as SHA-256. Classical search algorithms that
rely on the exploration of entire space are likely to now face major challenges from quantum algorithms
like Grover, which are mathematically able to reduce the complexity of searches. In this simulation, we
compare the efficiency of two search approaches—classical search and Grover's algorithm—by
measuring each other's ability to find inputs that match the target hash at an 8-bit hash length. The
following discussion presents the results of both methods, which not only highlights Grover's efficiency
but also provides a deeper insight into the quantum impact on traditional hash functions. These results
are relevant to understand the urgent need for post-quantum solutions to maintain data integrity and
security.
A. Impact of Quantum Computing on SHA-256

The study shows that Grover's algorithm significantly reduces the security level of traditional
hashes, including SHA-256. This algorithm reduces the complexity of the search from 2n To 2n/2 ,
making traditional hashes more vulnerable to quantum attacks. For example, a 256-bit hash that
classically requires 2128 brute force operations only requires 264 operations in the context of quantum
computing. Although this impact is not as large as the Shor algorithm on RSA or ECC, the threat to hash
integrity remains real.

B. Post-Quantum Solutions for Hash Functions

Some ofthe proposed solutions include: Hash Length Increase: Doubles the hash output length
(for example, to 512-bit) to restore classic security even though it requires more resources. Hash-Based
Signatures: Approaches like SPHINCS+ offer high security with greater hash output and a stateless
design. Lattice-Based Approach: Offers an alternative base that is more resistant to quantum threats.

C. Experimental Evaluation

In the 8-bit simulation scenario, the classical brute-force approach took an average of 4976.4
iterations to find a match, while Grover’s algorithm succeeded in an average of 16.1 iterations, closely
aligning with the theoretical prediction of v(28). The classical search was run for 10,000 iterations, while
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Grover's method used 16 iterations per run. Execution time was also evaluated: Average classical
execution per trial: 0.0021 seconds, Average Grover execution per trial: 0.0078 seconds. Grover’s higher
time is attributed to quantum circuit emulation overhead. However, it offers significant reduction in
search space complexity.0

D. Visualization Results

Graphical visualizations showed comparative performance between brute-force and Grover’s
algorithm. Variance in Grover’s results was <2.4%, with a maximum error rate of 3.2%, demonstrating
reliability even under quantum noise simulations.

The graphical view shows two main metrics: Image: The graph below shows the results of a comparison
between the number of matches found and the number of iterations required for the classic and Grover
search algorithms. Image: The graph below shows the results of a comparison between the number of
matches found and the number of iterations required for the classic and Grover search algorithms.

Comparison of Classical Search and Grover's Algorithm

D

w

lterations

Matches Found
N

Classical Search Grover's Algorithm

Figure 1. Comparison of Classical Search and Grover’s Algorithm

Here is a comparison graph between classic search and Grover's algorithm, showing the
number of matches found and the iterations required for a search with an 8-bit hash length. Left Axis
(Blue): Displays the number of matches found by both methods. Right Axis (Red): Shows the number of
iterations required by each method.

This graph shows the efficiency of Grover's algorithm in trimming the number of iterations
needed to achieve results similar to the classical search method. Graph files available

E. Simulation Results

The classic search algorithm works by trying every possible input until it finds a match with
the target hash. In this experiment, a classic search was performed over 10,000 iterations for an 8-bit
hash, resulting in a random match according to its probability. Despite many iterations, the number of
matches found remains limited, reflecting the high resource requirements in the brute force method.

Instead, Grover's algorithm leverages quantum principles such as superposition and
probability amplification to reduce the number of iterations required to the square root of the total
possible inputs, which is about 16 iterations for an 8-bit hash. Although the number of matches found is
less, the efficiency of the iteration shows the great potential of this algorithm in solving search problems
with fewer resources. The results of this simulation also provide insight into: Quantum Efficiency, Grover
significantly reduces search complexity, making it a real threat to traditional hash-based cryptographic
systems. Increased Security, To deal with these threats, solutions such as increasing hash length or using
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post-quantum algorithms need to be adopted. Implementation Suitability, While efficient, future
adoption of quantum algorithms will require major changes in computing infrastructure.

With these simulations, it is important to reassess the security of traditional hash-based
systems and accelerate the transition to post-quantum technologies to protect data in the era of quantum
computing. While 8-bit testing provides pedagogical clarity and theoretical validation, it does not fully
capture real-world cryptographic security. Simulating 128- and 256-bit scenarios was computationally
intensive and only partially explored. Future research should extend this model to higher bit lengths and
real quantum hardware.

F. Comparison to Existing Studies

These findings align with literature such as Bernstein et al. (2015) and Lyubashevsky et al.
(2010), which emphasize the urgency of post-quantum cryptography. However, our contribution adds
value by implementing a repeatable quantum simulation model using Qiskit, offering practical insight
beyond conceptual frameworks.

G. Practical Implications

This simulation framework provides foundational data for guiding developers and decision-
makers in the adoption of post-quantum cryptography. It highlights the urgency for nations like
Indonesia to prepare digital infrastructure that is secure against quantum threats by updating standards
and investing in resilient technologies.

H. Implementation Challenges

Performance Trade-offs, Post-quantum solutions require more computing power, less ideal
for real-time systems. Compatibility, Adapting to legacy systems requires major changes to the
infrastructure. Standardization, Efforts such as NIST Post-Quantum Cryptography are essential to
ensure uniform implementation.

I. Pseudocode simulation
This pseudocode provides a simple overview of the main structure and logic of Python code,
separating the core functions, simulation logic, and visualization parts.
Define Functions for Hashing
Function hash_function(input_string): Input: A string. Output: SHA-256 hash of string.

Explanation
This function uses the SHA-256 hashing algorithm to generate a hash value from the input string.
The hash is used to verify data by ensuring that each input produces a unique hash value (within the
hash space).

Define an Oracle to Verify a Hash Match
Functions of oracles(target_hash): Input: Hash target. Output: A function to check if the string input
is generating a target hash.

Explanation
This function takes a target hash and returns another function (a function within a function) that
verifies if a given input string produces the same hash as the target. It acts as an "answer provider"
for each guess in the search algorithms.

Implement Classic Search
Function classical_search(target_hash, n, iterations):
Inputs: Target hash, input length n, and number of iterations.
Output: Number of matches found.
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Process: Repeat for the number of iterations, Generate random input along n bits. Check if the input
hash matches the target hash using oracle.

Explanation
This function simulates hash searching using brute force. Efficiency: This search is slow as it has to
try all possibilities. Security: For a hash length of n=8, there are 2n=256 possible inputs. Iterations:
A high number of iterations increases the chance of finding a match.

Implement Grover's Algorithm
Grovers_algorithm function(target_hash, n, iterations): Inputs: Target hash, input length n, and
number of iterations. Output: Number of matches found. Process: Calculate the number of
experiments required: V2n , Repeat as many attempts as you want: Generate random input along n
bits. Check for matches with target hashes using oracles.

Explanation:
Efficiency: Grover's algorithm is significantly faster than classical search. Iterations: For an 8-bit hash
(n=8), it requires only about 16 attempts V256=16) compared to classical search, which may require
up to 256 attempts.

Simulation and Comparison
Set simulation inputs:
Inputlengthn =8
Number of iterations for classic search =10,000
Input an example password to generate the target hash.
Run classical_search and grovers_algorithm.
Store match count and iteration results.

A comparison between the classical search method and Grover's algorithm shows the significant
efficiency of the quantum approach in finding hash targets under the same simulation conditions. Data
visualization is presented in a table format covering two main aspects: the number of matches found and
the number of iterations performed by each method. From the simulation results, it is evident that the
classical method does produce more matches, but it requires a much larger number of iterations.
Conversely, Grover's algorithm is able to find the target even with fewer matches, but only requires a
fraction of the number of iterations needed by the classical method. This finding is visualized in a graph
with two Y-axes, where the left axis shows the number of matches (in the form of bars), while the right
axis displays the number of iterations (in the form of lines). The graph clearly illustrates that Grover's
efficiency lies in the drastic reduction in the number of iterations, which is an important indicator in the
context of computational efficiency, especially when applied to real-world scenarios with large search
spaces. The analysis of the printed simulation results reinforces this visual interpretation, quantitatively
demonstrating that quantum algorithm-based approaches offer more resource-efficient solutions
compared to classical brute-force searches. This narrative strengthens the argument that quantum
algorithms like Grover have significant potential in supporting the transition toward more robust
information security systems in the era of quantum computing.

Conclusions

The conclusion of this research confirms that the real threat of quantum computing to the integrity of
classical hash functions can be empirically proven through the application of Grover's algorithm. By
leveraging the principles of superposition and amplitude amplification, this algorithm significantly
reduces the search complexity from O(2”n) to O(\/Z"n), which in an 8-bit hash simulation demonstrates
a reduction in iterations from 256 (classical) to just 16 (quantum). This finding provides empirical
evidence reproducing Grover's theoretical advantage over classical brute-force search, while reinforcing
the urgency of transitioning to post-quantum cryptography. Strategic recommendations include
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increasing hash length, implementing hash-based signature schemes such as SPHINCS+, and adopting
lattice-based cryptography. From a practical standpoint, system developers and policymakers are advised
to immediately enhance security protocols, support research and development of post-quantum
algorithms, and invest in training and infrastructure. Governments are also encouraged to integrate post-
quantum cryptography into national digital transformation strategies, including public infrastructure and
defense systems. Although this research has limitations, particularly in simplified simulation
environments and low-bit-length implementations, the results still provide a strong foundation for
further research using simulations with higher bit lengths and testing on real quantum devices. Cross-
disciplinary collaboration between cryptography, quantum physics, public policy, and systems
engineering is key to accelerating global readiness to address quantum threats.
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