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In an increasingly complex digital era, network security has become a
crucial aspect in maintaining data integrity, confidentiality, and
availability. Effective decision-making methods to select the right
network security solution are becoming increasingly important. This

article describes the application of the Simple Additive Weighting method
as a support tool in the context of decision-making for network security.
In the presented case study, three network security solutions are
evaluated based on four important criteria: data encryption level, threat
detection, access management, and network performance. The SAW
method is used to assign weights to each criterion and generate a ranking
of solutions based on the final score. The results show that SAW provides
a clear and structured view of the network security solution that best fits
the user's needs and priorities. The conclusion of this research is that the
SAW method can be used as a useful tool in making informed decisions in
the context of network security. SAW allows organizations to adjust their
priorities by setting the appropriate criteria weights, thus enabling the
selection of solutions that are best suited to the unique needs of each
organization. In an era of ever-evolving cyber threats, the ability to make
effective decisions in the face of security challenges is becoming
increasingly important, and the SAW method can be a valuable tool in
achieving that goal.
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Introduction

In the turbulent digital age, network security has become a top priority for organizations and individuals
(Mahendra et al,, 2022; Munaroh et al., 2021; Yohaness, 2020). Increasingly complex information
technology has brought great benefits, but it has also opened the door to more sophisticated and diverse
cyber threats (Muljani & Ellitan, 2019; Omolara et al., 2022; Prinsloo et al., 2019; Tabrizchi & Kuchaki
Rafsanjani, 2020). Network security is at the core of maintaining the integrity, confidentiality and
availability of highly valuable data (Bian et al, 2020; Makhdoom et al,, 2020). To overcome this
challenge, organizations and individuals must be able to make wise decisions in choosing the network
security solution that best suits their needs (He et al.,, 2021; Li & Liu, 2021; Tawalbeh et al., 2020).

In this context, effective decision-making methods are essential. Along with the development of
technology, methods such as Simple Additive Weighting have become useful tools in aiding informed
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decision making (Alizadeh et al., 2020; Namany et al., 2019; Siksnelyte-Butkiene et al., 2020). This article
will describe the application of the SAW method in the context of decision-making for network security
(Biiyiikozkan & Giiler, 2020; Rathee, Ahmad, et al., 2020; Rathee, Garg, et al., 2020). In the presented case
study, we will evaluate several network security solutions based on predefined criteria and use SAW to
provide a clear view of the solution that best fits the needs and priorities. Thus, this article will illustrate
how SAW can be used as an effective tool to ensure robust network security amidst growing cyber
threats.

The ever-evolving digital age has opened up new opportunities and challenges in the world of
network security (Kiradoo, 2023). Companies and organizations have to face various types of cyber
threats, ranging from hacking attacks to sophisticated malware attacks (Lallie et al., 2021; Sadiku et al.,
2020). Therefore, good decision-making in choosing a network security solution is key to maintaining
the continuity of business operations and protecting sensitive data.

The Simple Additive Weighting method is one of the decision-making methods that can provide an
objective view in comparing alternatives based on various predetermined criteria. In the context of
network security, criteria such as data encryption level, threat detection, access management, and
network performance can have different priority levels. By using SAW, organizations can set the weight
on each criterion according to its importance, thus enabling more informed decision-making (Indriyanti
etal, 2019; Irawan, 2020).

This research will discuss the practical steps in applying SAW for network security decision making.
We will also present the results of evaluating network security solutions based on case examples,
providing a deeper understanding of how SAW can be used in real situations. With the increasing
complexity of cyber threats, the use of SAW methods is becoming increasingly relevant and beneficial to
those responsible for maintaining network security. With a proper understanding of this method, it is
expected that organizations can improve their security levels and face network security challenges with
more confidence.

Method

The problem solving of Decision Support System for Network Security with Simple Additive Weighting
method involves several key steps. Here is a step-by-step guide to implementing SAW in a decision
support system for network security.

1. Identify Network Security Criteria, is to identify the criteria to be used in the evaluation of network
security. Criteria include data encryption level, threat detection, access management, network
performance.

2. Determination of Criteria Weights, assigns a relative weight to each criterion. This weight reflects
the level of importance or priority of each criterion in the context of network security. These weights
are usually expressed in the form of decimal numbers whose total equals 1 (0.2 for encryption level,
0.3 for threat detection, 0.2 for access management, 0.3 for performance).

3. Data Collection and Evaluation of Alternatives, Data required to evaluate different network security
alternatives. Alternatives are different security solutions, different network configurations, or
different security measures. Then, evaluate each alternative based on predefined criteria.

4. Data Normalization, Data normalization is required if the criteria used have different scales.
Normalization is done to convert data into a uniform range so that it can be compared.

5. Calculation of Alternative Scores, Calculate alternative scores for each criterion by multiplying the
normalized value of the criteria by the weight of the corresponding criteria. Then, sum up the scores
for all criteria for each alternative.

6. Ranking Alternatives, rank alternatives based on the scores calculated in the previous step. The
alternative with the highest score will get the top rank and is considered the best choice in the
context of network security.

7. Providing Recommendations, The decision support system must be able to provide
recommendations to decision makers based on alternative rankings. This recommendation can be
accompanied by an analysis that supports the decision.

This process can be the basis for developing a decision support system for network security with
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the SAW method. It is important to involve network security experts and integrate their understanding
in determining appropriate criteria and weights.

Results and Discussions

Application of the Simple Additive Weighting method for decision making in the context of network
security. This study will evaluate three different network security solutions (Solution A, Solution B, and
Solution C) based on four predefined security criteria, namely:

Data Encryption Level (Weight = 0.3): A higher data encryption level indicates a better level of
security. Threat Detection (Weight = 0.2): The ability to quickly detect cyber threats. Access Management
(Weight = 0.2): The effectiveness of access management in preventing unauthorized access. Network
Performance (Weight = 0.3): Higher network performance is desirable, but must be balanced with
security. Below is a table with the scores and ratings for each solution:

Table 1. Scores and rankings for each solution

Criteria Solution A Solution B Solution C
Encryption Level 90 80 70
Threat Detection 85 70 90
Access Management 70 90 75
Network Performance 80 70 85

In this table, scores are measured on a scale of 0 to 100, where higher values indicate better performance
in each criterion.

Calculation of the final score and ranking for each solution:

Solution A Final Score:
Final Score = (0.3*90) + (0.2*85) + (0.2*70) + (0.3*80) = 27 + 17 + 14 + 24 =82

Solution B Final Score
Final Score = (0.3*80) + (0.2*70) + (0.2*¥90) + (0.3*70) =24 + 14 + 18 + 21 =77

Solution C Final Score
Final Score = (0.3*70) + (0.2*¥90) + (0.2*¥75) + (0.3*85) =21+ 18 + 15+ 25 =79

Rank the solutions based on their final score: Solution A has a final score of 82. Solution C has a final
score of 79. Solution B has a final score of 77. Solution A (Final Score: 82), is the best choice because it
has a high level of data encryption, good threat detection capabilities, and reasonably good network
performance, while maintaining reasonably effective access management. Solution C (Final Score: 79),
has a moderate level of data encryption, good threat detection, and moderately high network
performance, but moderately good access management. Solution B (Final Score: 77), has a moderately
high level of data encryption, but its threat detection and network performance are lower than Solutions
A and C. However, its access management is very effective. However, the access management is very
effective

Conclusions

In the previous discussion, Solution A, which received the highest rating in the SAW evaluation, offered
a good balance between the predefined security criteria, including data encryption level, threat
detection, access management, and network performance. This indicates that Solution A is the best
choice in this context. However, it is important to remember that each organization or situation may
have different needs and priorities. SAW provides the flexibility to adjust the weight of criteria according
to each user's priorities. Solution B, despite getting a lower ranking, stands out in strong access
management, which may be a priority for some organizations. The key to using the SAW method is that
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it provides a structured framework for evaluating solutions based on relevant criteria. This helps to
avoid making decisions based on intuition alone or ad hoc decisions that may be less effective in the face
of complex network security threats. In addition, the implementation of SAW also allows organizations
to continuously monitor and evaluate their security solutions. By updating criteria weights or replacing
existing solutions, organizations can improve their network security levels according to changing
threats and business needs. In an era where cyberattacks are increasingly sophisticated and companies
rely on their networks for various aspects of business, the use of the SAW method can be an invaluable
tool in ensuring security and continuity of operations. With proper customization, this method can be
used to make more informed and effective decisions in protecting critical systems and data from cyber
threats. For future research development, it is recommended to focus on developing more sophisticated
and responsive network security evaluation methods. Research can focus on integrating artificial
intelligence (Al) and machine learning to predict and address cyber threats in real-time. Additionally, it
is important to explore new ways to measure and assess the effectiveness of security solutions, including
methods such as SAW that can be tailored to the unique needs of each organization. Research should
also consider the impact of evolving regulations in the cybersecurity world, such as data protection laws
and privacy policies, and how evaluation methods can help organizations better comply with those
regulations. Finally, research can help identify new trends in cyberattacks and develop innovative
security strategies to deal with evolving threats.
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