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Introduction

Nowadays, cyber threats are increasingly complex, encompassing various forms of attacks such
as hacking, malware, and data leakage (Mallick & Nath, 2024). Cybersecurity refers to the practice of
protecting systems, networks, and data from digital threats (Le et al., 2019). A typical cybersecurity
system consists of a network security system and a computer security system, which includes firewalls,
antivirus software, and intrusion detection systems. (Xin et al., 2018).

One of the challenges in cybersecurity is ensuring the CIA triad (Confidentiality, Integrity, and
Availability), which is the foundation of information security (Harahap et al.,, 2023). Confidentiality
focuses on ensuring that information can only be accessed by those with proper authority or permission
(Mitchell & Osazuwa, 2023). Integrity emphasizes the importance of maintaining the accuracy and
consistency of data throughout its lifecycle (Yin et al., 2020). Meanwhile, Availability refers to the
system's ability to provide access to information for authorized users whenever necessary. (Helmiawan
etal., 2024).

To meet cybersecurity challenges, organizations rely on Cyber Threat Intelligence (CTI), an
approach that focuses on collecting, analyzing and utilizing threat-related information. Two legislative
acts that enforce this strategy are the Network and Information Security (NIS) Directive and the General
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Data Protection Regulation (GDPR), which require organizations to share cyber incident information as
well as data breach reports with relevant authorities (Spiga et al., 2022). The CTI community aims to
utilize this information, understand the situation through analysis, and share the intelligence gained with
the community, organizations, and the public (Schaberreiter et al, 2019). Additionally, OpenlOC,
developed by Mandiant, is an extensible XML schema that contains technical characteristics that identify
known threats, attacker methodologies, or other indicators of compromise (Zhao et al., 2020).

A major concern in cybersecurity is data breaches, which occur when sensitive or confidential
information is accessed, stolen or leaked without authorization (Seh et al., 2020). Data leaks usually
result from improper encryption and stolen credentials, which is one of the simplest and most common
ways for cyber attackers to hack or infiltrate a system when the system uses passwords that are easy to
guess and decrypt (Wang & Johnson, 2018). In the past decade, several high-profile data leaks have raised
awareness of the consequences of such leaks. One of the most prominent incidents was the Target
Corporation network leak in 2013, which led to the theft of approximately 40 million credit card data
and 70 million identifiable customer data, with losses estimated at USD 248 million. Similarly, in 2016,
Yahoo reported that at least 500 million accounts had been stolen in a 2014 data breach, which was
allegedly backed by a country (Molitor et al., 2023).

To enhance CTI implementation, organizations need a system that efficiently manages and
analyzes large amounts of threat intelligence data (Kayode-Ajala, 2023). The Data Lakehouse
architecture, which combines the advantages of Data Lake and Data Warehouse, enables large-scale data
storage with high flexibility while supporting efficient data analysis (Lavrentyeva & Sherstnev, 2022).
The Data Lake is a centralized repository that enables storage of all types of data, including structured
data from relational databases (rows and columns), semi-structured data (CSV, logs, XML, JSON),
unstructured data (emails, documents, PDFs), and binary data (images, audio, video) at any scale
(Andriyani et al., 2023). James Dixon first introduced the term “data lake” in 2010, comparing a data
warehouse to a water bottle that represents cleaned and structured data, while a data lake is described
as a large body of water in a more natural state that contains raw and unprocessed data (Giebler et al.,
2019). In the big data era, new ideas and techniques for storing and processing diverse and evolving data
are essential (Khine & Wang, 2018).

Previous studies have explored the advantages of Data Lakes, Data Warehouses, and Data Marts
for data management (Al-Okaily et al., 2023). Data Warehouses are structured for analytical processing
but struggle with handling semi-structured and unstructured data (Janssen, 2022). Meanwhile, Data
Lakes provide scalable storage but often suffer from performance issues in handling diverse workloads
(Mehmood et al,, 2019). To overcome these challenges, a third-generation architecture called Data
Lakehouse was introduced in 2020, combining the cost-effective storage and flexibility of a Data Lake
with the analytical capabilities of a Data Warehouse (Janssen, 2022). Another advantage of Data
Lakehouse is its ability to support real-time streaming use cases (Armbrust et al, 2021). This
architecture also enables real-time data streaming and processing, leveraging technologies such as
Apache Spark and Kafka (Orescanin & Hlupic, 2021). However, research on Data Lakehouse
implementation specifically for CTI data integration and management remains limited, highlighting the
gap that this study aims to address.

Although Data Lakehouse architectures have been implemented in various sectors such as
finance, healthcare, and retail, existing research primarily focuses on their use for business intelligence,
customer analytics, and large-scale data storage optimization (Harby & Zulkernine, 2024). For instance,
in the financial industry, Data Lakehouses have been used to enhance fraud detection by enabling real-
time analysis of transactional data and customer behavior patterns. In the healthcare sector, Data
Lakehouses facilitate predictive analytics by integrating diverse data types, such as electronic medical
records and genomic data, to provide comprehensive patient insights (Begoli et al.,, 2021). Meanwhile, in
the retail industry, Data Lakehouses improve supply chain efficiency by consolidating data from multiple
sources, allowing for more accurate demand forecasting and inventory management (Harby &
Zulkernine, 2024).

However, research on the implementation of Data Lakehouse specifically for cybersecurity and
Cyber Threat Intelligence (CTI) remains scarce. Unlike its applications in finance and healthcare, which
primarily deal with structured and transactional data, CTI involves highly dynamic, semi-structured, and
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unstructured threat intelligence data, necessitating real-time processing and version control (Begoli et
al,, 2021). In CTI systems, data from various sources such as Telegram, hacking forums, and other cyber
intelligence feeds must be collected, stored, and analyzed efficiently to enhance the accuracy and speed
of threat detection. The ability to process such complex data types in real time is crucial for improving
cyber threat mitigation strategies and decision-making.

To address these challenges, this research proposes the development of a Data Lakehouse
architecture optimized for CTI data integration and management. The system is designed to support data
ingestion from multiple cybersecurity sources, facilitate structured storage, and enable efficient query
execution for rapid threat analysis. Unlike conventional Data Lakehouse implementations that focus on
structured datasets, this approach emphasizes scalability, adaptability, and real-time intelligence
processing, ensuring enhanced cyber defense capabilities. By bridging the gap between traditional data
management frameworks and cybersecurity-specific requirements, this study contributes to advancing
CTI processing using Data Lakehouse technology.

Method

This research uses the SDLC Waterfall method in developing Data Lakehouse to integrate and
manage Cyber Threat Intelligence (CTI) data in XYZ Unit. The Waterfall model was chosen because it
provides a structured, systematic, and sequential approach, which ensures that each stage must be
completed before moving on to the next stage (Haerani et al., 2023). The stages in the Waterfall method
can be seen in Figure 1, including Requirement Analysis, System Design, Implementation, Integration &
Testing (Heriyanti & Ishak, 2020).

Requirement
Analysis

_______ | Integration &
"""" Testing

Figure 1 Flowchart of Waterfall Model

Requirement Analysis

At this stage, we identify and observe what is needed by the XYZ Unit to help the team related
to this CTI in carrying out data security tasks. In the implementation of the existing CTI in the XYZ Unit,
especially in handling data leaks, we found that credential data that leaked every day from various
sources was not integrated into a system. Then, data collection related to system needs and analysis was
also carried out through interviews and consultations with clients. They said that the current leaked
credential data is still not integrated, which makes it a little difficult to handle the credential data.

The development of a data lakehouse system for the integration and management of cyber threat intelligence data
in XYZ unit (Ricky Chan)
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Therefore, the client said that there must be a system that can integrate all the data, then suggested
making a data lakehouse that not only integrates all the data, but can also make it easier for the XYZ Unit
to analyze or query the data that has been leaked.

Then, the source of the leaked credential data we collected in this project came from telegram
channels. The reason for choosing telegram channels as a source of project data is because telegram is a
source of leak data that is being widely used today after breach forums and twitter. In addition, a lot of
these data are open source or shared at no cost. The results of identifying hardware and software
requirements as shown in Table 1 and Table 2.

Table 1. Identification of Hardware Requirements

Components System Specification
Processor AMD 8GHz
RAM 16 GB (bigger is better for data-intensive processes)
Storage SSD1TB
Network Minimum 1 Gbps Ethernet
Operating System Linux (Ubuntu 20.04 LTS)

Table 2. Identification of Software Requirements

Software Function
Docker Create isolated and manageable container environments for each service in
the data lakehouse
Apache Spark (v33.x) Distributed data processing, analysis, and large-scale data transformation
MinlO (Version S3-based object storage platform used to store raw data and processing results
RELEASE.2024-07-
10T18-41-49Z-cpuvl)

Dremio Platform for interactive SQL querying and data analysis with high performance
Nessie (Version Stores metadata and enables data version management within the data

0.76.0) lakehouse

Apache Iceberg A table format that supports distributed schemas and is used to organize data

files in the form of large tables that can be accessed efficiently.

System Design

This stage includes designing a Data Lakehouse architecture that aims to integrate and manage
Cyber Threat Intelligence (CTI) data in the XYZ Unit environment. This design considers the need for
flexible storage, fast data processing, and the ability to query and analyze data efficiently.

Use Case Diagram

Use case diagram is used to model the interaction between actors and the system, assisting in
describing how the designed system will function from the user's point of view. In this project, the Data
Lakehouse system is designed to manage and process Cyber Threat Intelligence (CTI) data collected from
various sources, including Telegram. This diagram displays the relationship between the two main actors
in the system, namely Admins and Verified Users, as well as the various key functions they use in the
Data Lakehouse ecosystem built using MinlO, Apache Spark, Dremio, and Nessie technologies.
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Figure 2 Use Case Diagram

Data Flow

(1) Data Collection; data is collected from CTI sources such as Telegram using a web scraper or
Telegram API. The collected data in J[SON or TXT format is sent to MinlO as the initial storage. (2) Data
Processing; Apache Spark retrieves data from MinlO, then performs cleaning, parsing, and
transformation. The processed data is stored in Iceberg tables for easy management and analysis. Nessie
records any changes to the dataset made by Apache Spark. (3) Data Analysis and Query; Users with
access can run queries against CTI data using Dremio. Dremio pulls data from Iceberg managed by Nessie
to ensure the version of data used is always valid. The query results can be exported in CSV or J[SON
format for further needs.

4
A?MINIO ........ & cia S ” ﬁremio

S3 Storage Metastore SQL Engine

Figure 3 Data Flow Data Lakehouse System

Implementation

The implementation stage in the SDLC Waterfall model is the realization process of the system
design that has been made. At this stage, the Data Lakehouse system begins to be built by implementing
the previously designed technical configuration. The implementation is carried out in stages by
integrating all the main components used in the system, namely MinlO, Apache Spark, Dremio, Nessie,
and Apache Iceberg.

The system uses Docker Compose, which allows each service to run in an isolated and well-
integrated environment. The first step in the implementation is to prepare a Docker Compose File, which

The development of a data lakehouse system for the integration and management of cyber threat intelligence data
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includes configurations for each major component. MinlO is used as an object store to hold raw data
collected from CTI sources, Apache Spark serves as a data processing engine to perform data cleaning,
transformation, and processing, while Dremio is used as a query engine that allows users to explore data
using SQL. In addition, Nessie acts as a version control system to ensure data integrity in Data Lakehouse,
while Apache Iceberg is used as a table format that supports large-scale data management.

Integration & Testing

After all services run using Docker, the next step is to integrate the components so that they can
work synchronously. The integration is done by connecting MinlO as the main storage with Apache
Spark, which is in charge of reading and processing data from MinlO. Spark processing results are then
stored in Iceberg tables to support large-scale data processing efficiency. Nessie is used to log changes
to the dataset and allow rollback if needed, while Dremio is configured to read data from Iceberg and
Nessie to allow users to run SQL queries for analysis of processed CTI data.

After the system is integrated, initial testing is carried out to ensure that each component works
properly. At this stage, the test used is Blackbox Testing, which is a testing method that focuses on
validating the functionality of the system without seeing how the system works internally. This test is
carried out by providing certain inputs and evaluating whether the resulting output is as expected.

Testing was conducted in several key scenarios. First, functional testing was conducted to
evaluate whether each component worked according to its specifications. For example, tests were
conducted to ensure that Apache Spark could read, process and store data into Iceberg, and that MinIO
was able to store and manage data properly. Dremio was tested to ensure that SQL queries could be
executed correctly, while Nessie was tested to ensure that data version changes could be controlled
properly. Next, integration testing was conducted to ensure that all components can communicate and
exchange data properly. At this stage, it is tested whether the data processed by Apache Spark can be
accessed through Dremio, whether changes to the Iceberg table can be controlled by Nessie, and whether
Dremio can read and manage version metadata stored in Nessie. This test aims to ensure that the system
can work in a coordinated manner without losing data or experiencing inconsistencies in metadata
management.

Results and Discussions

The first result obtained is the successful integration of the main components in the Docker
environment. Each service can run well and communicate with each other according to the architecture
design. MinlO is successfully used as the main storage of CTI data, while Apache Spark is able to read,
process, and convert data into a more structured format before being stored in Iceberg. Dremio was able
to read and execute SQL queries against the data stored in Iceberg, and Nessie was able to manage data
versions and log changes that occurred during each processing process. This integration proves that the
system can run in a coordinated manner and is ready to be used for cyber threat data analysis.

In figure 4, we see the MinlO that has been prepared and can be directly used as storage for CTI
breach data or metadata. We have also tested that the entire MinlO storage process runs smoothly. After
the data processing from Apache Spark is saved into MinlO, a file titled '_SUCCESS' with the processed
csv file will appear in the folder.
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Figure 4 MinlO View

In Figure 5, a transformation script was developed to convert unstructured raw text files
collected from Telegram channels into structured CSV format using Apache Iceberg. The integration of
Nessie ensures that every metadata change or data catalog update is tracked, providing robust version
control. Furthermore, the processed data can be used for advanced analysis, such as machine learning
or Al-based threat detection models integrated within Apache Spark. This capability expands the
system’s use case from simple data management to automated threat intelligence processing.

Jupyter qut | Logout

Select items to perform actions on them Upload || New =
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Figure 5 Apache Spark View

The version control functionality of Nessie, as shown in Figure 6, provides historical tracking of
data catalog changes made by Apache Spark and Dremio. Users can roll back to previous versions, create
data branches, and merge modifications, maintaining data integrity across the system. This Git-like
approach ensures that analysts and security professionals have access to well-organized and auditable
threat intelligence data, improving traceability and forensic investigation capabilities.

The development of a data lakehouse system for the integration and management of cyber threat intelligence data
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Figure 6 Nessie View

The Dremio interface, depicted in Figure 7, plays a central role in querying and analyzing CTI
data. This interface allows users to perform real-time SQL queries on Nessie-managed datasets,
integrating credential breach data categorized by domain. By leveraging Dremio’s high-performance
query engine, analysts can quickly extract actionable insights to support cyber threat intelligence
operations. This confirms that the Data Lakehouse framework not only facilitates efficient data storage
and processing but also enhances data-driven decision-making in cybersecurity.

Q ot (1 f o 63 @

Figure 7 Dremio View

One of the significant benefits of this Data Lakehouse implementation is its scalability and
adaptability in handling large-scale cybersecurity data. Unlike traditional data management systems,
which struggle with integrating structured and unstructured threat intelligence data, this architecture
ensures that CTI data is efficiently stored, processed, and analyzed in a single framework. The
combination of Apache Iceberg and Nessie allows for structured storage while maintaining flexibility in
tracking changes and managing multiple data versions, providing cybersecurity professionals with
reliable access to historical and current threat intelligence.

Additionally, the system’s ability to support real-time data processing and querying enables
faster threat detection and response. The integration of Apache Spark allows for advanced analytics,
such as anomaly detection and predictive threat modeling, which can significantly enhance
cybersecurity operations. Future enhancements could include the incorporation of machine learning
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models for automated threat classification, further improving the efficiency and accuracy of cyber
intelligence analysis.

Conclusions

This research advances the field of Cyber Threat Intelligence (CTI) data management by proposing a
Data Lakehouse architecture that integrates Apache Spark, MinlO, Dremio, and Nessie within a Docker-
based environment. The primary objective of this study was to design a system that enhances data
integration, structured storage, and real-time analysis, addressing existing limitations in cybersecurity
data management. By incorporating version control through Nessie and utilizing Iceberg for structured
storage, this research bridges the gap between conventional data warehouses and cybersecurity
intelligence systems. The findings contribute to improving the scalability and efficiency of CTI data
processing, ensuring that threat intelligence data can be managed dynamically while maintaining
integrity and accessibility. This study highlights the potential for Data Lakehouse architectures to be
further developed in cybersecurity applications, offering a structured and adaptive approach to handling
evolving cyber threats. Future research should explore the integration of automated threat intelligence
processing using machine learning models, enhancing real-time anomaly detection and predictive
analytics. Additionally, expanding the system to support distributed multi-node computing would allow
for greater scalability in managing large-scale CTI datasets. Further experimentation with real-time
stream processing technologies, such as Apache Flink or Kafka, could enhance the system'’s ability to
process and respond to emerging cyber threats dynamically. These advancements would position Data
Lakehouse architectures as a core component of future cybersecurity infrastructures, supporting more
proactive and adaptive cyber defense strategies.
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